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Executive summary

Digital assets prove ownership and authorise transfers using digital signatures. Cryptography is the
asset, not a layer beneath it. No cryptographically relevant quantum computer exists today and
significant engineering hurdles remain, but migration lead times for decentralised protocols and
institutional custody estates run to years, and three developments in 2026 shortened the available
planning window.

The cost estimates collapsed. In March 2026, Google Quantum Al, with the Ethereum Foundation,
Berkeley and Stanford, put the 256-bit elliptic curve problem behind Bitcoin and Ethereum signatures at
under 1,450 logical qubits and fewer than half a million physical superconducting qubits, an eighteen-
fold reduction against the 2023 PsiQuantum benchmark. In September, lonQ published the first fully
compiled end-to-end estimate for secp256k1: 19,397 physical qubits and 25.7 days per attempt, against
prior trapped-ion estimates of 1.2 to 9.4 million. Both describe machines that do not exist today, but the
direction of travel is unambiguous. The machine outlined could execute this attack in 2028, according
to lonQ’s roadmap, which is only 2 years from now.'-24

What is at risk here is authenticity rather than secrecy. On a public ledger the data is already visible, so
what matters is deriving a private key from an exposed public key and signing a valid transaction. That
enables theft, validator impersonation, contract admin takeover and unauthorised movement of
tokenised value. BlackRock's June assessment reaches a comparable conclusion: the binding
constraint is coordination and execution rather than technology, and the advantage currently sits with
the defence.!”

For a German or EU-regulated institution the timetable is no longer abstract. The German Banking
Industry Committee expects every institution to hold a cryptographic inventory by the end of 2027 and
documented migration scenarios by the end of 2030, neither of which depends on a final protocol
standard. The wider policy architecture hardened too: the G7 gave the financial sector its own six-phase
migration model, and in August 2026 the US Treasury stood up a Quantum-Readiness Task Force with
a digital assets workstream. Section 4 separates what is genuinely required from what is merely
recommended. This paper applies Magpie's COLLECT . CONNECT . CREATE model to that
Work_3,12,13,14

What changed in 2026

- The attack was quantified. At roughly nine minutes per key derivation, Bitcoin's ten-minute block time sits
inside the on-spend window; Ethereum's twelve-second slots do not."

- Afull attack blueprint appeared. In September, lonQ published a fully compiled end-to-end resource estimate
for secp256k1: 19,397 physical qubits and 25.7 days per attempt, succeeding with 40.7 to 63.3 percent
probability per attempt. Vendor-published, not peer reviewed.?*

- Guidance started turning into obligation. US Executive Order 14412 sets binding federal dates, key
establishment by end-2030 and digital signatures by end-2031, plus a proposed contractor deadline. France's
ANSSI gates product qualification on PQC from 2027."%12

- The financial sector got its own roadmap. The G7 Cyber Expert Group published a six-phase migration
model in January, and on 24 August the US Treasury launched a Quantum-Readiness Task Force with a
digital assets workstream. 314

- Germany put dates on it. GBIC expects a cryptographic inventory at every institution by end-2027; BSI's TR-
02102-1 v2026-01 was the first version to carry migration deadlines, ending standalone classical key
agreement at end-2031, end-2030 where protection needs are very high, and classical signatures at end-
203532

- The protocols published roadmaps. BIP-361 proposes a phased sunset of ECDSA and Schnorr spends, with
roughly 35 percent of bitcoin supply having revealed a public key. The Ethereum Foundation dated seven L1
forks to 2029, five of them quantum-related.®817
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1 Where the exposure actually sits

A blockchain transaction is an assertion of cryptographic control. Quantum risk enters wherever a public
key, validator key or administrative key is both revealed and economically valuable. The binding
constraint for institutions is rarely whether post-quantum cryptography exists. It is whether the
surrounding estate of custody vendors, signing quorums, contract privileges and recovery paths can be
migrated without fragmenting liquidity or breaking client access.

Where quantum risk sits in the digital asset stack

Market layer Exchanges, ETPs, OTC desks, stablecoins, tokenised funds
Custody layer HSM / MPC, hot and cold wallets, policy engines, recovery
Application layer Smart contracts, bridges, L2s, oracles, admin multisigs

Base protocol Bitcoin L1 and Ethereum L1: consensus, data availability

Exposure concentrates wherever a public key, signing quorum or administrative control key is both revealed and economically valuable.

Figure 1: Where quantum risk sits in the digital asset stack

1.1 How close the hardware is

In September 2026, lonQ published the first fully compiled, end-to-end fault-tolerant resource estimate
for Shor's algorithm applied to secp256k1, the elliptic curve underpinning Bitcoin and most digital asset
signature schemes. The study puts the cost at 19,397 physical qubits and 25.7 days per attempt on a
trapped-ion architecture using quantum LDPC codes, with a single attempt succeeding with probability
between 40.7 and 63.3 percent depending on the postprocessing bound applied. Running five devices
in parallel raises the probability that at least one succeeds to 99.3 percent without extending the elapsed
time.?*

The significance is not the calendar date. It is the trajectory. Previous estimates for the same problem
on trapped-ion hardware ranged from 1.2 million to 9.4 million physical qubits. The reduction comes
from compiling every operation down to executable error-correction primitives rather than abstracting
away the layers that dominate a real machine's runtime. Comparable estimates now exist for neutral-
atom hardware at a similar or smaller scale, and a peer-reviewed 2023 result put the same problem at
nine hours on roughly 126,000 cat qubits.?*

Three qualifications belong alongside the figure. The machine does not exist; the paper is an
architectural study consistent with lonQ's stated roadmap for around 2028, published by a company with
a commercial interest in the timeline, and it has not been peer reviewed. Part of the footprint reduction
rests on a loss model the authors themselves describe as requiring further validation. And secp256k1
is a favourable target, because its pseudo-Mersenne prime admits optimisations that do not transfer
directly to the NIST or brainpool curves used elsewhere in financial infrastructure.?*

For asset servicers the exposure is to authenticity and integrity rather than confidentiality. A signature
compromise is exploitable forward in time, so it is not a store-now-decrypt-later problem and cannot be
deprioritised on that basis. It is also the harder migration, because roots of trust, code signing and
certificate hierarchies are the slowest components to replace. The standardised mitigations, ML-DSA
and SLH-DSA, are unaffected by this class of attack, and BSI recommends the hedged variant of ML-
DSA at NIST security strength categories 3 and 5.2

1.2 Three attack modes, three different clocks

Attack mode What it targets Why it matters to institutions

At-rest Public keys already exposed on-chain Reused Bitcoin addresses, legacy P2PK and
or off-chain, attacked over days or Taproot outputs, any Ethereum account that has
longer. ever transacted, dormant admin keys.



Attack mode What it targets Why it matters to institutions

On-spend A public key revealed while a Bitcoin is in range: roughly 41 percent theft
transaction waits for inclusion. probability under idealised assumptions. Ethereum's
twelve-second slots put it out of range for early fast-
clock machines."

On-setup Fixed protocol parameters broken KZG commitments, pairing-based proof systems
once, then exploited classically. and some privacy protocols. Ethereum's KZG
trusted setup holds if any one participant discarded
their secret.®

Table 1: Quantum attack modes and their institutional relevance
Proof-of-work is not the concern. Grover's algorithm gives only a quadratic speed-up against SHA-256,

largely absorbed by error correction overhead and by Bitcoin's automatic difficulty adjustment. Both the
Google and BlackRock analyses treat quantum mining as a non-issue.""”



2 Bitcoin and Ethereum are two different problems

Both depend on elliptic curve signatures, but they fail differently and migrate differently. Bitcoin has the
narrower technical surface but the harder coordination problem. Ethereum has a dated roadmap and a
far wider risk surface. Risk registers that carry a single line for digital asset quantum exposure will
understate one of them.

Exposed value

Concentration
risk

Consensus and
data

Migration path

Unmigratable
supply

Binding
constraint

Around 6.9 million BTC, roughly 35 percent of
supply, is exposed to long-range attack: 1.9
million in script types that publish the key
outright, plus about 5 million in hashed types
that revealed keys through reuse.'”-1®

Address reuse by exchanges and services;
Taproot key-path spends reintroduced at-rest
exposure.’

Proof-of-work is not quantum-threatened."-'”

Soft fork. BIP-360 adds P2MR, Taproot
without the vulnerable key path. BIP-361
proposes Phase A three years after activation,
Phase B two years later. No consensus yet on
scheme or timeline.®17

Chainalysis estimates 2.3 to 3.7 million BTC,
11 to 19 percent of supply, may be
permanently lost, including roughly 1.1 million
in P2PK addresses widely attributed to
Satoshi."”

Decentralised governance, plus the
redistribution question over lost coins.
Signature size also bites: SLH-DSA is roughly
7.8 KB, over 100 times a Schnorr signature.'”

Table 2: Comparative migration profile

Around 20.5 million ETH in the top 1,000
accounts is exposed; a fast-clock
machine could crack that set in under
nine days."

70 of the top 500 contracts hold about 2.5
million ETH behind admin keys, plus
roughly 200 billion US dollars in
stablecoins and tokenised RWAs."

37 million ETH staked under BLS
signatures; blob data availability under
KZG commitments.'8

Dated forks: Hegota in H2 2026 ships
EIP-8141 native account abstraction; J*
and I* in 2027 add PQ precompiles and a
validator key registry; L* in 2028 adds
leanXMSS attestations with leanVM
aggregation; M* in 2029 moves blobs to
STARK proofs.817

Dormant exposure is around 0.1 percent
on EF estimates, which makes do-nothing
far more viable.”8

Technical breadth: consensus, data layer,
contracts, L2s and proof systems all
migrate on different clocks.

The institutional read: map exposure by network rather than by ticker. A Bitcoin ETP, a staked ETH
position and a tokenised fund on Ethereum sit on three different migration clocks with three different
governance dependencies.



3 The institutional control plane

Most institutional loss would be operational before it is protocol-level: a compromised custody key, an
exchange hot wallet, a bridge admin account, a stablecoin upgrade key. These systems combine on-
chain signatures with off-chain HSMs, MPC networks, approval workflows and vendor software, so
readiness has to be managed end to end rather than per chain.

Custodians HSM and MPC roadmap, cold-wallet exposure, key Vendor timelines and
rotation, recovery workflow, insurance evidence. certification.

Exchanges Hot-wallet minimisation, withdrawal batching, private Operational error during
order flow, client migration playbook. mass migration.

Stablecoin issuers Mint, burn, freeze and upgrade keys; reserve-chain Concentrated systemic
dependencies; chain-exit strategy. control.

Tokenisation Fund admin keys, transfer-agent controls, contract Legal finality versus on-chain

platforms upgrade rights, oracle dependencies. control.

Staking providers Validator key exposure, slashing protection, client Consensus performance and
roadmap, PQ key registry readiness. service continuity.

Table 3: Where institutional readiness effort belongs

For German banks the perimeter is already mapped. GBIC names card-based payments and the
ATM and POS estate, FinTS online banking, EBICS, the PSD2 certificate infrastructure and general
secure internet communication as affected systems, and stresses that none of it moves without SWIFT,
EMVCo, ECSG, EPC and the terminal, card and HSM manufacturers. Digital asset exposure sits on top
of that estate.®

The first deliverable is a digital asset cryptographic bill of materials. It identifies every wallet,
address type, public-key exposure state, signing quorum, vendor dependency, contract privilege,
staking key, bridge dependency and recovery path, scored by asset value, exposure, migration friction
and governance dependency. Public exposure registries such as Project Eleven's Bitcoin Risq List, used
by both the Google and BlackRock analyses, can seed the Bitcoin side.™17:1?



4 What is required, what is recommended, what is advised

The question institutions put to us is which of these dates a supervisor can actually hold them to. Today,
little of it binds a European bank directly. The architecture hardened considerably during 2026 though,
and guidance is steadily converting into obligation. The table below separates the three categories.

GBIC (Die Deutsche
Kreditwirtschaft)

Germany (BSI)

EU coordinated
roadmap

France (ANSSI)

UK NCSC

NIST

US Executive Order
14412, 22 June 2026

G7 Cyber Expert
Group, January
2026

US Treasury
Quantum-
Readiness Task
Force, 24 August
2026

Cryptographic inventory at every German banking
institution by end-2027. Migration scenarios with
prioritisation and fallbacks by end-2030. Crypto-
agility by design in new applications.®

TR-02102-1 v2026-01 ends its recommendation for
standalone classical key agreement at end-2031,
and at end-2030 for applications with very high
protection needs. Classical signatures are expected
to be recommended only to end-2035. Post-quantum
methods should be deployed hybrid.?!

National plans and pilots by end-2026. High-risk use
cases by end-2030, with quantum-vulnerable public-
key mechanisms not used stand-alone after that.
Medium and low risk by end-2035.2

PQC obligations for entry into product qualification
from 2027. Not reasonable to buy products without
PQC after 2030. Hybrid required.'®

Discovery by 2028, high-priority migration by 2031,
complete by 2035.4

FIPS 203, 204 and 205 published 13 August 2024.
NIST IR 8547 deprecates quantum-vulnerable
algorithms and removes them by 2035, with high-risk
systems much earlier.5

Federal high-value and high-impact systems to PQC
for key establishment by 31 December 2030 and for
digital signatures by 31 December 2031. Proposed
FAR rule to require covered contractors to meet
PQC-incorporating FIPS by 31 December 2030.
CISA and NIST to publish minimum elements for a
cryptographic bill of materials.'?

2035 as the overall financial-sector target, with the
most critical systems addressed in 2030 to 2032.
Six-phase migration model."

Public-private body with three workstreams: sector
alignment and PQC transition, third-party and vendor
readiness, and digital assets and emerging
technology risk."3

Table 4: Public authority anchors, separated by how binding they are

Sector expectation rather than
law, but the operative
benchmark for German banks
and the one a supervisor is most
likely to reach for.

Technical guideline on
algorithms and key lengths
rather than a supervisory
deadline for banks, but the
reference document German
auditors and evaluation bodies
work from. Aligned with the EU
roadmap on signatures, which
the guideline states explicitly.

Guidance to member states.
Reaches institutions through
national implementation.

Binding inside the regulated
perimeter, which covers
classified and Diffusion
Restreinte data, vital systems
and product certification.
Guidance outside it.

Guidance. Benchmark for UK
entities and shared
infrastructure.

Binding for US federal systems.
The de facto global algorithm
baseline for everyone else.

Binding on US federal agencies.
Reaches private firms through
the federal contract chain.

Explicitly neither guidance nor
regulatory expectation. The G7
CEG states this itself. Its value is
as a shared vocabulary across
jurisdictions.

Voluntary, though it is the first
G7 finance ministry structure
with a named digital assets
quantum workstream.

Two details belong in a board pack. First, the US executive order splits its deadlines: key
establishment by end-2030, digital signatures by end-2031. Digital asset exposure is a signature
problem, so it lands on the later and harder of the two, since post-quantum signatures are far larger than
the ones they replace. BSI splits the same way with a wider gap: end-2031 for standalone classical key
agreement against an expected end-2035 for classical signatures. So the German technical anchor for



signature exposure sits later than the surrounding table would suggest, which argues for pacing the
case on custody and vendor readiness rather than on a supervisory clock.?' Second, that same order
instructs CISA and NIST to publish minimum elements for a cryptographic bill of materials, which means
the inventory this paper recommends is on its way to having a defined federal format. Institutions building
one now should build it to be mappable rather than bespoke.'?

European supervisors have converged on hybrid. ANSSI, BSI and GBIC all point to classical and
post-quantum algorithms deployed together rather than post-quantum alone, and ANSSI makes hybrid
mandatory inside its regulated perimeter, exempting only hash-based signatures. For vendor selection
this means a supplier offering ML-KEM or ML-DSA on its own is not yet aligned with the European
posture. Two caveats worth stating to clients: outside that regulated perimeter ANSSI's guidance carries
no regulatory force today, and European certification does not itself mandate PQC.3:10.20.21

Alongside the authorities, two private benchmarks matter. The Ethereum Foundation targets core post-
quantum infrastructure around 2029, which sets the earliest credible date for PQ-native Ethereum
custody. Google and Cloudflare both pulled their own migration deadlines forward to 2029 citing the
March 2026 research, which is useful evidence that crypto-agility is deliverable and a reasonable bar to
hold vendors to.”89.17:18

Institutional roadmap to crypto-agile digital asset operations

Foundations
Digital asset CBOM, address and key
exposure map, vendor review

Early controls
Address hygiene, hot-wallet reduction,
admin key rotation and timelocks

Protocol pilots
Ethereum PQ precompiles and account ‘ ‘
abstraction; Bitcoin BIP-360/361 watch

High-value migration
Move exposed high-value holdings; ‘ ‘
exchange and client migration playbooks

Crypto-agile ops
Algorithm rotation drills, contractual ‘
PQC clauses, continuous exposure monitoring

2026 2027 2028 2029 2030 2031 2032 2033 2034 2035

Highlighted years are external commitments, not Magpie estimates. 2027: GBIC cryptographic inventory at every German banking institution;
ANSSI PQC obligation for product qualification. 2030: EU high-risk deadline; GBIC migration scenarios; BSI critical migration; ANSSI/
procurement line; US EO 14412 key establishment and federal contractors. 2035: EU, UK NCSC and G7 CEG full transition. Also: 2029
(Ethereum Foundation, Google, Cloudflare), 2030-32 (G7 CEG critical systems), 2031 (EO 14412 digital signatures), 2032 (BSI full).

Figure 2: Institutional roadmap to crypto-agile digital asset operations

4.1 Group-level compliance: German entities inside US groups

Many German institutions are subsidiaries, branches or joint-venture partners of US groups, or run US
operations of their own. Group cryptographic policy, vendor framework contracts and internal audit
standards are usually set centrally. In practice the US timetable reaches Frankfurt through the group,
not through BaFin, and it often arrives earlier than the local one. Two channels matter. Where any group
entity holds US federal business, the FAR rule proposed under Executive Order 14412 would require
covered contractors to meet PQC-incorporating FIPS by 31 December 2030, and that obligation travels
down through contract terms.'> Where any part of the group serves National Security Systems, CNSA
2.0 applies to that part and tends to become the group algorithm baseline by default."

CNSA 2.0 mandates ML-KEM and ML-DSA at Level V parameters for all classification levels, AES-256,
SHA-384 or SHA-512, and LMS or XMSS for software and firmware signing. It states that this will
effectively deprecate RSA, Diffie-Hellman, ECDH and ECDSA once mandated, expects transition
complete by 2035, and sets exclusive use by 2030 for software and firmware signing and for networking
equipment.’®

Five practices stop a dual-jurisdiction programme splitting in two.

Make hybrid the group default. It is the highest common denominator. ANSSI requires it inside its
regulated perimeter, BSI and GBIC point to it, and CNSA 2.0 explicitly permits hybrid where protocol
standards, product availability or interoperability call for it, provided the post-quantum algorithm is
present and selected. Hybrid is the one configuration needing no jurisdictional exception.319:1°



Standardise parameters upward, not downward. CNSA 2.0 requires Level V for all classification
levels. A group setting ML-KEM-1024 and ML-DSA-87 as its floor clears the European bar too; a
group standardising lower will need a carve-out for its US arm.'®

Build one inventory, tagged for two schemas. GBIC wants an inventory at every German institution
by end-2027, and CISA and NIST are defining minimum elements for a cryptographic bill of materials
under the executive order. Build once and tag for both, so the German entity does not repeat
discovery for group reporting.>'?

Treat algorithm divergence as a board exception. CNSA 2.0's general-use suite is deliberately
narrow, while ANSSI declines to publish a closed list and exempts hash-based signatures from its
hybrid requirement. Where group policy and local supervisor diverge, that belongs on the board
agenda with a documented rationale, since settling it quietly in configuration leaves no audit trail."®'s

Read vendor validation claims precisely. CNSA 2.0 enforcement runs through NIAP validation and
the Risk Management Framework, and states explicitly that National Security Systems should not
be assessed against FIPS validation. European qualification runs through ANSSI-approved
evaluation centres and BSI schemes. A vendor described as FIPS validated is not automatically
acceptable in either regime, so ask which scheme, which scope and which date.'®'®

The planning rule follows from all five: align to the earliest binding date anywhere in the group rather

than the local one. A German subsidiary inside a US group with federal contract exposure may face

end-2030 through the contract chain, ahead of anything a German supervisor asks for, and well ahead
of 2035. Plan to the earliest date and treat the later local deadlines as slack.

4.2 Governance

Prioritisation should be explicit: quantum risk multiplied by asset value, public-key exposure, migration
friction and governance dependency. The highest scores are almost always hot wallets, exposed high-
value UTXOs, contract admin keys, bridge controls, stablecoin privileges and custody vendors without
a published PQC roadmap. The programme needs a nhamed accountable executive, a protocol watch
function, a custody owner, a vendor-risk owner and a crisis playbook for contested forks, and it should
produce audit-grade evidence throughout. Dormant-asset policy cannot be solved internally and belongs
on the governance register.
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Conclusion: why Magpie

For an institution, quantum risk in digital assets shows up first as an ownership, custody and governance
problem, and only then as a cryptography problem. Bitcoin and Ethereum can migrate. The institutional
ecosystem around them cannot wait passively for protocol consensus, and the supervisors have now
put dates on the work. What that calls for is a repeatable route to crypto-agility, meaning the ability to
change a cryptographic algorithm in production without mounting a change programme each time. NIST
makes the point plainly in its crypto-agility white paper, observing that this transition will certainly not be
the last one required.?

A methodology for becoming crypto-agile

The six steps below deliberately mirror the phase model in the G7 Cyber Expert Group roadmap, so an
institution running this programme can map its progress directly onto the framework its supervisors and
international counterparts are reading.

1 Awareness and preparation (COLLECT). Executive-level risk framing, a named accountable
owner, and a first map of critical systems, sensitive data and the digital asset functions that depend
on signatures.

2 Discovery and inventory (COLLECT). A cryptographic bill of materials covering the digital asset
estate and the banking systems it touches: wallets, address types, exposure state, sighing quorums,
contract privileges, staking keys, HSM and MPC dependencies, recovery paths and third parties.
Build it to map onto the federal CBOM format now in preparation rather than to a bespoke schema.'?

3 Risk assessment and planning (CONNECT). Rank by value, exposure, migration friction and
governance dependency, then split critical from non-critical work. The G7 model points critical
systems at 2030 to 2032 and everything else at 2035. The output is a sequenced plan of work, and
the technology choices follow from it.'4

4 Migration execution (CONNECT). Deploy progressively, priority functions first, hybrid by default.
Test every vendor roadmap against the 2027 qualification gate and the 2030 procurement line, and
run a standing protocol watch on Bitcoin and Ethereum.

5 Migration testing (CREATE). Measure latency, signature size, throughput and recovery on real
paths, and rehearse at ecosystem level so the case rests on the institution's own measurements
rather than on a vendor claim.

6 Validation and monitoring (CREATE). Algorithm rotation as a rehearsed drill, PQC clauses in
contracts, continuous exposure monitoring, and quantum risk carried in the standing risk framework
rather than a one-off programme.

Three things run continuously alongside all six: embedding quantum-resistant cryptography into

existing governance and risk management, active management of external dependencies including

vendor and standards maturity, and structured stakeholder dialogue across the sector. These are the

G7 CEG's own continuous lines of effort, and they are the parts most easily deferred once delivery

pressure builds.

Where to start, and who owns what

Most institutions stall on this because it has no natural owner. It reads as a cryptography problem, so it
lands with engineering, where it competes with delivery. The work below is split by role so that each
owner can act without waiting for the others.

_ What you own First deliverable The date that binds
you

Board and The funded decision A minuted board position on quantum The 2026 or 2027
executive and the documented risk, with a named accountable budget cycle, since
directors position. executive. GBIC expects the
inventory complete by
end-2027.3
Technology and The inventory and the A cryptographic bill of materials End-2027. Group
information migration sequence. covering the digital asset estate and deadlines from a US
security the banking systems it connects to. parent may fall
earlier.®12
Digital assets Exposure inside the An address and key exposure map per  Before signing any new
and business products you sell. product, plus your custody vendor's custody, ETP or

lines written position. tokenisation mandate.

1"



_ What you own First deliverable The date that binds
you

Risk and The evidence and the  Quantum risk on the register, and PQC Now. The DORA

compliance supervisory narrative. readiness folded into the cryptographic  technical standards
policy and certificate register you already require you to
already maintain. update cryptographic

technology as
cryptanalysis

develops.'®
Procurement and Contract terms. PQC and crypto-agility clauses in every  ANSSI gates product
vendor new contract and every renewal from qualification from 2027;
management this quarter onward. the proposed FAR rule

reaches contractors by

end-2030.10:12
Third-party and Your own roadmap, A dated PQC roadmap naming Your bank clients will
technology published. algorithms, parameter levels and ask during 2027
providers hybrid support, written so a client can procurement

attach it to a due diligence file. rounds.%-13

Table 5: First actions by role

For compliance officers there is a shortcut worth knowing. The DORA technical standards do not
mention post-quantum cryptography, and nobody should claim otherwise. But Commission Delegated
Regulation 2024/1774 already requires financial entities to hold an encryption and cryptographic
controls policy with provisions for updating cryptographic technology on the basis of developments in
cryptanalysis, and to maintain a register of certificates and certificate-storing devices for assets
supporting critical or important functions. Those obligations are live today. Much of the machinery this
paper calls for can be built inside them rather than alongside them, which is usually the difference
between a funded control enhancement and an unfunded new programme.'®

The cost of waiting is asymmetric. Starting now is inexpensive, because the inventory takes weeks
and depends on no protocol decision that has yet to be made. Starting in 2029 means running discovery,
vendor renegotiation, migration and testing at the same time, against fixed dates, in a market where
every comparable institution is bidding for the same scarce specialists. The sequencing advantage is
available once.

How Magpie can help

We frame the business and supervisory case, set the target operating model, build the governance and
board reporting, and hold vendors and delivery to account. The cryptographic implementation work,
meaning key management engineering, HSM and library integration and cryptographic testing, runs
through specialist partners under our programme governance. The separation is deliberate. It keeps
your advisor independent of the technology being selected, which matters most when the algorithm
choice is contested. Three engagements cover the first phase.

Exposure baseline, four to six weeks. A cryptographic bill of materials for the digital asset estate and
connected banking systems, a scored exposure heatmap, a vendor gap list, and a summary written
for the board rather than for engineering.

Supervisory readiness review, three to four weeks. Your current position mapped against GBIC
end-2027, the EU end-2030 threshold, BSI end-2031 for classical key agreement and end-2035 for
classical signatures, and any group deadlines inherited from a US parent, with the documented
rationale internal audit and supervisors will ask to see.

Programme design and assurance, ongoing. Operating model, governance and board reporting,
vendor negotiation support, and delivery assurance across the six phases set out above.

If the decision is not yet ready to be made, the exposure baseline is the smallest step that produces

something a board can act on. It answers the only two questions that matter at this stage: how much of

what we hold is exposed, and which of our vendors cannot yet tell us their plan. Contact details are on
the final page.
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